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Agenda

• Trademark primer

• Overview of how counterfeiters are misusing trademarks to capitalize on the 

current crisis

• A closer look at pandemic-related domain name infringement and resolution 

under the UDRP

• Overview of the federal standard for emergency injunctive relief 

• Review of recent federal cases

• Tips for protecting your brand
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What is a 

Trademark? 
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Trademarks, Trade Names, and Service Marks

• A trademark identifies the source of a product or service and distinguishes it from the 

source of other products or services.

• Any of the following is capable of being a trademark used to identify/distinguish 

source of a product or service:
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What Makes a Good Trademark: Spectrum of Trademarks

• Fanciful or “Coined”

• Arbitrary

• Suggestive

• Descriptive
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Acquiring Trademark Rights:

• Common Law/Unregistered Trademark Rights: In the U.S., trademark rights arise 

through use. 

– “Use” in the “ordinary course of trade.”

– If the mark is not registered, common law rights are limited to the geographic area where the mark 

is actually used. 

– Multiple parties in areas remote from each other can develop rights in the same mark, if the second 

user adopted the mark in “good faith.”

• Registered Trademark Rights:

– In the U.S., use is generally required in order to register a trademark. 

– In other countries outside of the U.S., trademark rights generally 

arise through registration. 

– Most other countries adhere to the “first to file” principle. 
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What is the Role 

of a Trademark? 
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Purpose of Trademark Law 

Trademark Law Serves Two Basic Functions:

1)  Protect consumer expectations

• Prevents consumer confusion, fraud, and “passing off.”

• Lowers consumer search costs by enabling reliance on 

trademarks as indicators of consistent quality.

2)  Protect trademark owner’s investment 

• Gives mark owner control over the “goodwill” or 

“reputation” represented by the mark.

When properly developed/protected, trademarks can be used to keep competitors and 

bad faith actors in check from fraudulent and confusingly similar messaging. 
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How Do You Develop Defensible Trademark Rights? 

Be proactive, not reactive: 

• Choose a “strong” trademark

• Confirm that the mark is available for use 

and registration

• Register the trademark in appropriate 

jurisdictions

• Monitor for misuse of trademark 

• Enforce
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Confirm Availability of Mark

Consider: 

• Are you introducing a new mark? 

• Is the mark inherently registrable? 

• Is the mark registered? 

• Are you expanding the scope of an existing brand to include new or unrelated 

goods/services? And is that OK?

Did you know? In 2020 …

• 6,000+ applications that cover face masks

• 3,000+ applications that cover sanitizer
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Importance of Registration

Registering trademark rights is always advisable, but is crucial to defeating 

counterfeiters.  

Benefits of registration: 

• Use of ®

• Presumptive nationwide ownership (important versus common law rights)

• Notice of ownership

• In many countries, it is a basis for foreign registration

• Right to license
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Importance of Registration (cont.): Combatting Counterfeiting

• Required in order to brand registry accounts on e-commerce platforms, such as 

Amazon, eBay, and Alibaba

• Proof of rights in domain name disputes

• Recordation with customs and consider working 

with CBP to develop anti-counterfeiting strategies 

and educational programs for officers at Ports of Entry

• In many countries, it provides the right to sue and obtain damages
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Practical Approaches to Monitoring Your Brand

• Watch services: trademark applications, domain names, and social media

• E-commerce platform brand registries

• Customs recordation and training

• Robust trademark filing program

• Provide educational information online 

• If you experience a recurring type of counterfeit/infringement, educate your 

consumers on the risks

• Industry-specific support 
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Where and How are 

Counterfeiters 

Operating?
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Where? 
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How? 

• Novel Category: 

– COVID-related goods and services: 

• Face masks; 

• Test kits/vaccines;

• Hand sanitizer; 

• Medical devices. 

– Price Gouging 

• Traditional Categories:

– Identical goods/services; 

– Trademark filings in other countries or in connection with similar goods/services; 

– Phishing attacks; 

– Job scams; 

– Domain names; 

– Social media. 
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Customs & Border Patrol Statistics 

Nov. 24, 2020 Press Release: 

“Since the beginning of the COVID-19 pandemic, CBP has seized more than 13.5 million counterfeit face 

masks and more than 177,000 unapproved COVID-19 test kits. The agency has also seized counterfeit 

hand sanitizing stations, unapproved thermometers, and unregistered sanitary wipes.” 

Moreover, “[n]ationwide in Fiscal Year 2020, CBP seized 26,503 shipments containing goods that 

violated intellectual property rights. The total estimated value of the seized goods, had they been 

genuine, was nearly $1.3 billion. Among more recent seizures:

• On November 10, CBP Officers in Louisville, Kentucky announced the seizure of counterfeit watches that 

would have been worth more than $2 million if genuine…

• On November 9, CBP Officers in Dallas announced the seizure of $9.3 million of counterfeit designer 

merchandise, including footwear, handbags, and apparel bearing trademarks such as Chanel, Gucci, and 

Louis Vuitton.

• On October 28, CBP Officers in International Falls, Minnesota, announced the seizure of counterfeit 

Bluetooth speakers and chainsaws that would have been worth more than $170,000 if genuine...

• On October 27, CBP Officers at the Port of Los Angeles/Long Beach announced the seizure of $3.5 million of 

fake cosmetics, Viagra pills, footwear, and apparel bearing trademarks such as MAC, Chanel, Nike, and 

Versace...”
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Domain Name 

Infringement
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Resolving Infringement under the UDRP 

• Bad actors have also attempted to capitalize on the pandemic by registering 

infringing domain names.

• The Uniform Domain Name Dispute Resolution Policy (UDRP) allows trademark 

owners to quickly resolve abusive domain name registrations through an expedited 

administrative proceeding before an approved service provider, such as FORUM or 

WIPO.

• Available remedies are cancellation of the domain name or transfer of the domain 

name to the Complainant.

• Decisions are quick, particularly when the Respondent fails to respond.
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UDRP Standard

• Complainant must prove three elements: 

1) The domain name registered by Respondent is 

identical or confusingly similar to a trademark or 

service mark in which Complainant has rights; 

2) Respondent has no rights or legitimate interests in 

respect of the domain name; and

3) The domain name has been registered and is being 

used in bad faith.
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Recent UDRP Decisions – “Obvious” Targets

• Bad actors have targeted the trademarks of companies offering goods and services 

that are in higher demand due to the pandemic, e.g., pharmaceuticals, cleaning 

supplies, etc.

– <kaletracovid19.com> confusingly similar to AbbVie’s KALETRA mark for a pharmaceutical 

product being evaluated as a treatment for COVID-19.

– <medlinemask.com> confusingly similar to Medline Industries’ MEDLINE marks for 

healthcare products and services.

• “[I]t is apparent that Respondent registered the at-issue 

domain name to take advantage of the goodwill of

Complainant and the unprecedented spike in demand for

personal protective equipment in the wake of the Covid 19

pandemic. Respondent’s timing shows opportunistic 

bad faith.”
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Recent UDRP Decisions – “Obvious” Targets (cont.)

– <purell-sanitizer.com> confusingly similar to GOJO Industries’ PURELL mark.  The 

resolving website offered hand sanitizer under the the PURELL mark and logo,

– <coronagileadsciences.com> confusingly similar to Gilead Sciences’ GILEAD and 

GILEAD SCIENCES marks for pharmaceutical products and related medical services.

• “Adding the term ‘corona’, which is an abbreviation for the coronavirus COVID-19, 

affirms the risk of confusion due to Complainant’s work with the antiviral drug remdesivir, 

which is currently being studied as a treatment for COVID-19.”
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Recent UDRP Decisions – Less Obvious Targets

• Less obvious targets for abusive registrations are companies 

that may have set up a pandemic-related website, such as 

for resources for its employees.

– <princesscovid-19.com>, used for a phishing scheme, 

confusingly similar to Princess Cruises Lines’ PRINCESS mark. 
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– <facebookcovid19.com> confusingly similar to FACEBOOK.  

• “[T]here is a strong likelihood that many members of the public may perceive the 

disputed domain name as an official source for information related to the current 

COVID-19 pandemic. . . . [T]here is a risk the disputed domain name could be used in 

connection with a website or for email to impersonate the Complainant in an effort to 

disseminate misinformation, placing the public at risk.”
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Recent UDRP Decisions – Less Obvious Targets (cont.)

– <citizensbankppp.com>, which resolved to a website with links to competitor websites, 

confusingly similar to Citizens Financial Group’s CITIZENS BANK marks.

• Panelist found that the letters “ppp” appear to refer to the Paycheck Protection Program introduced 

by the federal government to provide relief to small businesses during the COVID-19 shutdown, in 

which Complainant is participating.
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– <chevronpandemic.com>, allegedly used to induce third parties to provide 

Respondent with sensitive financial information to apply for pandemic assistance, 

confusingly similar to the CHEVRON mark. 

– <loewshotelrelief.com> confusingly similar to Loew’s Hotels’ LOEWS and LOEWS

HOTELS marks.  Loew’s Hotels uses its own domain name <loewshotelsrelief.com> 

to provide need-based disaster relief payments to eligible employees facing 

financial hardship due to the pandemic.

• “It is particularly lamentable and shameful that Respondent should target such a 

vulnerable segment of the community who require relief during the present 

pandemic.”
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Recent UDRP Decisions – Less Obvious Targets (cont.)

– <hillsongonline.com>, which resolves to a website offering gambling services and adult content, 

confusingly similar to Hillsong Church’s HILLSONG mark.  Hillsong Church operates an online 

church platform at www.hillsong.com/online.

• “It is highly likely that Internet users when typing the Domain Name into their browser, or finding it 

through a search engine would have been looking for a site operated by the Complainant rather than 

the Respondent especially during this period of a global pandemic when churches in most 

countries are shut and services are being offered online.”

– <porchellafestival.com>, which resolved to a website purportedly advertising an event to “raise 

fund for relief of the CDOVID019 virus” [sic] and provided a “Donate Now” button, confusingly 

similar to Coachella Music Festival’s CHELLA mark.

– <returnreadybycvshealth.com>, which was used to offer the domain name for sale for $988, 

confusingly similar to CVS Pharmacy’s CVS marks.  CVS also uses the phrase “Return Ready, by 

CVS Health” in connection with a website that references a return to work during the pandemic 

and filed a trademark application for the phrase 3 days before the disputed domain was registered.

fr.com  |  26

https://www.fr.com/


Emergency Injunctive 

Relief via Litigation
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Federal TRO and Preliminary Injunction Standard 

• To obtain a TRO or preliminary injunction, the plaintiff must show: 

– (1) a likelihood of success on the merits; 

– (2) a likelihood of irreparable injury in the absence of an injunction; 

– (3) that the balance of hardships tips in the plaintiff’s favor; and 

– (4) that the public interest would not be disserved by the issuance of an injunction.

• Courts weigh all four factors, some on a sliding scale. 

• In a case alleging a likelihood of confusion over health-related products/consumer 

safety, Factor 4 may be easily met.
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Relief Under Related State Claims

• In addition to bringing federal claims under the Lanham Act, pandemic-related infringement 

and other deceptive acts may meet the requirements for bringing state causes of action that 

are often difficult to plead in a typical trademark infringement case.

• For example, for a corporate competitor to bring a deceptive trade practices claim under New 

York’s consumer protection statute, N.Y. Gen. Bus. Law § 349, it needs to show “a specific 

and substantial injury to the public interest over and above ordinary trademark infringement 

or dilution”—such as “danger to the public health or safety.” 

(Do Denim, LLC v. Fried Denim, Inc., 634 F. Supp. 2d 403, 409 (S.D.N.Y. 2009) (emphasis added).)

• The fact that consumers may be confused about the source of products or services important 

to the public’s health (e.g., COVID-19 testing or PPE) should satisfy this requirement.

• In addition to injunctive relief, state statutes such as NY’s § 349 may entitle the prevailing 

party to an award of reasonable attorneys’ fees.
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Recent Federal Cases
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3M Cases 

• 3M has filed at least 20 lawsuits alleging federal trademark infringement, unfair competition, 

false association, false endorsement, false designation of origin, false advertising, trademark 

dilution, and related state claims against third parties who have been charging exorbitant 

prices for 3M-branded N95 masks.

• While states have consumer protection laws to protect against price gouging, the fact that 

many of these third parties have used 3M’s trademarks and slogan to make their wholesale 

offers and price lists showing prices 400%–600% higher than 3M’s list prices appear 

legitimate has allowed 3M to seek relief under the Lanham Act as well.

• 3M has obtained numerous preliminary and permanent injunctions enjoining these third 

parties from falsely representing that they are authorized distributors or licensees of 3M.
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3M Company v. Performance Supply, LLC, No. 1:20-cv-02949 (S.D.N.Y.) 

• In the first price-gouging/trademark lawsuit, 3M sued Performance Supply, LLC, which 

attempted to sell millions of 3M-brand N95 masks to the City of New York at a 500%-600% 

markup.  

• The Court granted 3M a preliminary injunction on May 4, 2020.

– “3M is entitled to a PI because: (i) 3M faces irreparable harm in the absence of a PI; (ii) 3M is likely 

to succeed on the merits of its claims; (iii) the balance of equities favors issuing a PI; and (iv) 

entering a PI against Defendant would serve the public’s interest in avoiding confusion about the 

source and quality of goods and services during the COVID-19 global pandemic.”

• Of note from the Court’s findings of fact and conclusions of law: 

– Defendant reproduced 3M’s marks nine times in a Formal Quote and sought to imply a connection 

with 3M that does not exist in materials provided to NYC officials.

– 3M presented evidence of actual confusion, showing that NYC officials mistakenly misidentified 

Defendant as a “vendor”—twice—of 3M brand N95 respirators.
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Medline Indus., Inc. v. OfficeMart, Inc., No. 5:20-cv-00171 (E.D.N.C.)

• In April, Medline filed suit against OfficeMart for using the MEDLINE trademark “to 

perpetuate a false and deceptive price-gouging scheme on healthcare organizations during 

the COVID-19 global pandemic.”

• OfficeMart offered to sell two of Medline’s customers millions of “Medline Gowns” at prices 

200%–400% higher than Medline’s usual prices.

• OfficeMart used the MEDLINE mark in multiple emails to suggest some affiliation with 

Medline or MEDLINE products.  

– One email subject read “Last Chance for MedLine Gowns to be ordered.”

• Medline also alleges that OfficeMart sent doctored versions of Medline’s FDA 510(k) pre-

market approval letter for surgical gowns.
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Medline Indus., Inc. v. OfficeMart, Inc. (cont.)

• Medline sought injunctive relief and damages for trademark infringement, unfair 

competition, false association, false designation of origin, and trademark dilution under 

the Lanham Act, violation of the North Carolina Unfair and Deceptive Trade Practice Act, 

and common law unfair competition.

• Medline alleges reputational damage, evidenced by an email from a customer contacted 

by OfficeMart asking, “why is an office supply company offering to sell us Medline 

products” and  threatening: “If I find that Medline is selling product into non-

healthcare channels it will be the end of any business relationship.”

• OfficeMart counterclaimed for defamation per se based on Medline stating: “OfficeMart

is selling fake Medline gowns and price gouging. You should not do business with 

OfficeMart.”  

• The Court dismissed OfficeMart’s counterclaim for failure to state a claim—with 

prejudice—because the allegedly defamatory statement was absolutely privileged.
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CoronaCide, LLC v. Wellness Matrix Grp, No. 20-cv-00816 (M.D. Fla.)

• CoronaCide manufactures COVID-19 antibody test kits and received emergency 

approval from the FDA to offer the tests to healthcare providers.

• The tests are not approved for home use.

• CoronaCide alleges that, after expressly rejecting an offer to buy CoraonaCide test 

kits, Wellness Matrix and its representative, George Todt, created a series of 

websites offering fake CoronaCide test kits.

From www.stopcorona28.com as 

it appeared on March 23:
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CoronaCide, LLC v. Wellness Matrix Grp cont.
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CoronaCide, LLC v. Wellness Matrix Grp (cont.)
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• In April, CoronaCide sued both Wellness Matrix and Todt seeking damages and 

injunctive relief.

• The verified complaint alleges unfair competition under the Lanham Act and 

violation of Florida’s Deceptive and Unfair Trade Practices Act based on use of 

the CORONACIDE trademark to falsely and deceptively advertise and offer for 

sale CoronaCide’s COVID-19 test kits.

• After the Clerk entered default against both Defendants, CoronaCide moved for 

default judgment, which is pending.

• Defendants are the subject of an official inquiry from 

Congress about its COVID-19 rapid test and disinfectant 

products, and a civil suit filed by the L.A. City Attorney for 

unfair, fraudulent and dangerous business practices.
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CoronaCide, LLC v. Wellness Matrix Grp (cont.)
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Arizona Board of Regents v. Doe, No. 2:20-cv-01638-DWL (D. Ariz.)

• In July, an anonymous Instagram account “asu_covid.parties” began promoting so-

called “Hoax-19” parties and spreading misinformation about COVID-19.
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Arizona Board of Regents v. Doe (cont.)

• In August, the Arizona Board of Regents filed suit against a Doe Defendant for 

trademark infringement, false designation of origin, state law dilution, and unfair 

competition.

• Plaintiff also sued Facebook for contributory infringement.

• ASU had reported the infringing account to Instagram, but Instagram responded that 

“the reported party appears to be using your trademark to refer to or comment on 

your goods and services” and that it would not take any action.

• Plaintiff simultaneously filed a motion for a TRO and preliminary injunction to enjoin 

Defendants from further use of the ASU and ARIZONA STATE UNIVERSITY 

trademarks and ASU’s school color trade dress.
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Arizona Board of Regents v. Doe (cont.)

• The verified complaint included an example of actual confusion: 
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Arizona Board of Regents v. Doe (cont.)

• Within two days of being served, Facebook permanently disabled the “asu_covid.parties” 

and related “asu_covid.parties2” Instagram accounts.

• Plaintiff withdrew its motion for TRO and PI and voluntarily dismissed Facebook.

• Defendant filed an answer “filled with obscenities, inflammatory language, and insults” under 

the pseudonym “Jane / John Doe,” which was stricken from the record.  The Court ordered 

Defendant to “file an amended answer sans profanity and ad hominem attacks.”
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• Despite the answer, the Court declined to enter default since 

Defendant had not been served, but later noted it will consider 

whether the Defendant waived service after reviewing the 

renewed application for entry of default Plaintiff plans to file.

• Plaintiff may serve limited, early discovery (third party subpoenas) 

to ascertain Defendant’s identity.
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Abbott Labs v. Brown, No. 1:20-cv-06211 (N.D.Ill.)

• In October, Abbott filed suit to stop a former employee from using Abbott’s 

trademarks and private information to sell COVID-19 diagnostic tests made by 

others.

• Brown was a Sales Representative for Abbott’s Rapid Diagnostic business unit.

• Abbott alleges that, 2 days after Brown was terminated for cause, he registered 

<abbottdx.com> and used the e-mail justin.brown@abbottdx.com to “masquerad[e] 

as an Abbott salesman authorized to sell COVID-19 diagnostic tests and testing 

equipment.”
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Abbott Labs v. Brown (cont.)

• Complaint alleges willful trademark infringement, counterfeiting, false designation 

of origin, and dilution under the Lanham Act, violation of the Anticybersquatting

Consumer Protection Act, violation of the Defend Trade Secrets Act, breach of 

contract, common law fraud, and unjust enrichment.

• Abbott moved for a preliminary injunction, citing examples of actual confusion:

• Case is pending.  The Court “encourage[d]” the parties to agree to a “‘temporary 

preliminary injunction” until it decides Abbott’s motion.
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– A HealthTrust employee forwarded Brown’s email to her colleagues as a 

solicitation “from Alere/Abbott.”

– An Advent Health employee who later learned he was no longer employed by 

Abbott responded to Brown: “I saw your email was Abbott, and you had the logo, 

but heard you weren’t with Abbott anymore.  I was confused.”

– A doctor at Johns Hopkins spent weeks working with Brown until Abbott contacted 

Johns Hopkins to warn it about Brown’s activities.
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What Should Brand 

Owners Be Doing? 
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Tips for Protecting Your Brand from Bad Actors

• Audit existing brands to ensure that you have 

trademark protection for your existing 

goods/services and supplement as necessary in 

anticipation of brand expansions.

• Continue to clear and register any new 

trademarks or service marks, as well as any new 

uses of trademarks or service marks.

• Consider setting up trademark application, 

domain name, and/or social media watch 

services. 

• Record trademark registrations with customs. 

• Where possible, supplement trademark rights 

with other IP. 
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Tips for Protecting Your Brand from Bad Actors (cont.)

• File a detailed complaint if moving for immediate injunctive relief, or if you believe 

the defendant may default.  Include visuals of the infringing use and examples of 

actual confusion.

• Consider putting out a statement warning consumers about infringers/counterfeit 

products you are aware of—sophisticated consumers are getting confused!
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• Document and save all instances of infringement and confusion.

– Many bad actors delete their websites and social media posts 

when discovered.

• Monitor domain name registrations for infringing domains and 

consider filing a UDRP complaint before the infringer has a 

chance to use it.
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