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In recent years, innovators have increasingly been 
turning to trade secret protection for their cre-

ations. With increased limitations on the patentability 
of inventions, particularly technologies in the soft-
ware space, trade secrets have become an attractive 
alternative to patents.

Thus far, federal courts have been 
reluctant to issue DTSA seizure orders 
and involve law enforcement to carry out 
such orders.

In May 2016, President Obama signed the Defend 
Trade Secrets Act (DTSA) into law, creating a fed-
eral cause of action for trade secret misappropriation. 
Prior to the enactment of the DTSA, trade secret 
misappropriation actions were governed by state 
law. In addition to providing the obvious benefit of 

federal question jurisdiction, the DTSA offers a new 
potential remedy, ex parte civil seizure, to “prevent 
the propagation or dissemination of the trade secret 
that is the subject of the action”1 and the tamper-
ing with or destruction of evidence. This particular 
remedy is unique to the DTSA and not available 
under any state’s legislation. It provides plaintiffs 
with the opportunity to file an ex parte request with 
the court to obtain a seizure order. If the court issues 
the seizure order, U.S. Marshals can be dispatched to 
seize the evidence at issue—without notice to the 
defendant.

Thus far, federal courts have been reluctant to issue 
DTSA seizure orders and involve law enforcement 
to carry out such orders. While some trade secret 
plaintiffs have had success seeking ex parte tempo-
rary restraining orders that provide for the copying 
of drives, few have successfully obtained an ex parte 
seizure order. On average, courts have increasingly 
denied seizure applications over the years and, to date, 
no federal appellate decision has addressed seizure 
orders. Despite its rare use, the very existence of this 
mechanism has sparked great debate as to its appro-
priateness, primarily due to its draconian nature. This 
article analyzes the constitutionality of the ex parte 
civil seizure remedy in trade secret cases, with a par-
ticular eye toward similar considerations in copyright 
and trademark contexts.
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Civil Seizure Remedy Overview
The DTSA provides that “the court may, upon 

ex parte application but only in extraordinary circum-
stances, issue an order providing for the seizure of 
property.”2 The requirements to obtain a seizure 
order, which, amongst others, include factors similar 
to preliminary injunctions and temporary restrain-
ing orders, are set forth in 18 U.S.C. § 1836(b)(2)(ii) 
(some of the requirements below are paraphrased 
for brevity):

• Rule 65, or other equitable relief would be 
inadequate, because the defendant would evade, 
avoid, or otherwise not comply with such an 
order.

• An immediate and irreparable injury will occur 
if such seizure is not ordered.

• The harm to the applicant of denying the appli-
cation outweighs the harm to the defendant and 
substantially outweighs the harm to third parties.

• The applicant is likely to succeed on the merits 
of a claim alleging trade secret misappropriation.

• The defendant has actual possession of the trade 
secret and property to be seized.

• The applicant has described with reasonable 
particularity the matter to be seized and, to the 
extent reasonable, identifies the location of the 
matter to be seized.

• The defendant would destroy, move, hide, or 
otherwise make such matter inaccessible to the 
court, if notice is given.

• The applicant has not publicized the requested 
seizure.

Constitutionality of the Seizure 
Remedy

Ex parte seizure provisions are not new. The 
Lanham Act authorizes ex parte seizures of coun-
terfeit goods3 and the Copyright Act authorizes 
ex parte impoundments of documents and things 
related to copyright infringement.4 Notably, both 

of these provisions have been unsuccessfully chal-
lenged. Despite several constitutional challenges 
of the ex parte seizure provision of the 1984 
Amendment to the Lanham Act, courts have held 
that the provision passes constitutional muster.5 
Similarly, although the ex parte impoundment of 
documents and things under the Copyright Act has 
raised constitutional questions and has been chal-
lenged on various constitutional grounds, neither 
the U.S. Supreme Court nor Congress has explic-
itly repealed this provision.6

It is generally understood that 
for plaintiffs, the harm of being 
denied an ex parte civil seizure boils 
down to preventing the use and/or 
dissemination of the trade secret and 
preservation of evidence.

But hypothetical seizures in the context of trade 
secret disputes have generated a more significant 
debate than has previously been observed. This is 
in part because the DTSA’s broad definition of 
“trade secret,” particularly in light of varying and 
inconsistent definitions of the term in states’ imple-
mentations of the Uniform Trade Secrets Act, is so 
vague that seizure could potentially strip defen-
dants of their constitutional right to due process 
(i.e., the 14th Amendment requirement that any 
seizure of property by a government actor or court 
order must be consistent with due process).7 Due 
process analysis generally requires consideration of 
the private interest that will be affected by the offi-
cial action, the risk of erroneous deprivation, and 
the government’s interest.8 The most debated due 
process considerations with respect to the DTSA’s 
seizure remedy relate to (1) the risk of error; (2) 
the risk of catastrophic and cascading harm to 
defendants and third parties; and (3) the risk of 
overzealous application.9 Indeed, these risks are 
not negligible. On the other hand, the safeguards 
provided by the DTSA—i.e., the requirements for 
obtaining an order set forth in 18 U.S.C. § 1836(b)
(2)(ii)—are arguably sufficient to survive constitu-
tional scrutiny. We consider each of these concerns 
below.



Volume 31 • Number 12 • December 2019 Intellectual Property & Technology Law Journal 3

Risk of Error
The risk for erroneous deprivation of a defen-

dant is arguably greater in ex parte seizure applica-
tions under the DTSA than in ex parte temporary 
restraining orders (TROs) under Rule 65 because 
of the fact intensive nature of trade secret litiga-
tion and the difficulty in deciding whether a trade 
secret exists without a defendant’s counter narrative. 
Indeed, it is unquestionably challenging for courts 
to comparatively assess the risks without hear-
ing from a defendant. In contrast, a copyright or 
trademark seizure involves the seizing of infring-
ing copies of a registered work or registered trade-
mark, items that are easily identifiable. This provides 
law enforcement an objective test when determin-
ing what products to confiscate, causing the risk 
of error to be relatively small. On the other hand, 
the risk of error in trade secret cases is no different 
than in other ex parte applications under Rule 65, 
which likewise do not have the objective indicia of 
a seizure under the copyright or trademark rules. 
But since the risk of error is but one factor, and 
is acceptable in other extreme circumstances under 
Rule 65 (e.g., spoliation of evidence), this problem 
does not dispose of the issue. If the DTSA’s ex parte 
civil seizure mechanism were deemed unconstitu-
tional, then Rule 65 ex parte temporary restraining 
orders might very well be deemed unconstitutional 
for the same reasons.

Risk of Catastrophic and Cascading Harm 
to Defendants and Third Parties

It is generally understood that for plaintiffs, the 
harm of being denied an ex parte civil seizure boils 
down to preventing the use and/or dissemination 
of the trade secret and preservation of evidence. 
Measuring a defendant or third party’s harm from an 
ex parte seizure is more difficult to articulate and, as 
discussed above, might not be accurately taken into 
consideration without testimony from the defen-
dant. Among other things, because it is often difficult 
to isolate the allegedly misappropriated trade secret, 
the “seized” item may be more than the alleged 
trade secret (e.g., an entire hard drive as opposed 
to the alleged secret contained on the hard drive.) 
This is particularly true if the trade secret is an inte-
gral component embedded in a larger system, such 
as a software routine or compilation that cannot be 
isolated from other non-offending data. Additionally, 
removing the alleged trade secret may have a severe 

impact on business operations, potentially causing 
a defendant or third party to shut down the busi-
ness altogether. And, data affected by the seizure may 
belong to third parties and be subject to privacy 
considerations. Finally, law enforcement may not 
have the necessary skills to seize the purported trade 
secret without causing further collateral harm.

Since the DTSA went into effect in 
May 2016, only a few plaintiffs have 
requested seizure orders; most of 
those requests have been denied.

On the other hand, the DTSA contains built-in 
safeguards to protect defendants and third parties. 
Specifically, courts must find that injunctive relief 
under Rule 65 would be inadequate. The DTSA 
therefore necessarily satisfies the constitutional pro-
tections inherent in Rule 65; in fact, the DTSA 
adds to the already demanding Rule 65 standard 
the requirement that the court must find that the 
defendant would “destroy, move, hide, or otherwise 
make such matter inaccessible to the court” if notice 
of the seizure was provided. In computer software 
copyright cases there is likewise the risk of shut-
ting down a business if infringing material is found 
throughout the business’ systems. Notably, even in 
trademark cases, seizure could be crippling if all of a 
business’s inventory is seized. However, in the trade 
secret context, the DTSA includes further protec-
tion by providing a cause of action for damages due 
to wrongful or excessive seizure. Additionally, the 
district court can protect the defendant by condi-
tioning the order on a bond that will cover any loss.

Risk of Overzealous Application
Finally, critics of the DTSA’s ex parte civil seizure 

remedy worry that courts may now begin granting ex 
parte seizures routinely and with increasing frequency. 
This does not appear to have been the case in the 
three years since the DTSA went into effect. In fact, 
the opposite seems to be true, with courts generally 
reluctant to grant such seizure orders. Additionally, 
DTSA ex parte seizure orders are to be granted only 
when the plaintiff shows “extraordinary circum-
stances” and only when Rule 65 is inadequate. This 
is a high bar, high enough that the seizure remedy is 
likely eliminated in all but the most egregious cases.
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Conclusion
Since the DTSA went into effect in May 2016, 

only a few plaintiffs have requested seizure orders; 
most of those requests have been denied. There has 
therefore been limited incentive and opportunity to 
challenge the constitutionality of the DTSA’s seizure 
provision in court. With the surge of new technolo-
gies, particularly in the software space, trade secrets 
may become a more attractive option to protect a 
company’s intellectual property, and as such, trade 
secret litigation may be on the rise. If that is the case, 
defendants may consider constitutional challenge 
of the seizure remedy a viable option to defend 
themselves against seizure orders. If the appropriate 
opportunity arises, courts will have a difficult ques-
tion before them, with strong arguments on both 
sides. The DTSA’s ex parte civil seizure provision may 
very well be found to be too excessive. On the other 
hand, much like ex parte seizures in the trademark and 
copyright context, the seizure remedy in the trade 
secret context may survive constitutional scrutiny.
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