Trade Secret
Protection for
Customer Lists
Is a Customer List a Trade Secret Under Federal Law?
In the few years since the enactment of the Defend Trade Secrets Act (DTSA), courts
have been busy interpreting what kinds of information constitute a trade secret under
the DTSA. As of June 2019, more than 100 court orders have referenced both the
DTSA and customer lists. Courts have generally relied on precedent in their circuit in
determining whether a customer list generally qualifies as a trade secret. As a result,
the outcomes and interpretations have not been consistent.
What steps can a business then take in order to maximize the likelihood that its
customer lists will be deemed worthy of trade secret protection? The following
checklist has been developed based on recent federal court cases, to assist
businesses interested in taking precautions with respect to their customer lists:

1.
2.

Ensure that the customer list is maintained in written form.
It is difficult for a court to deem something a trade secret if its actual existence cannot easily be
proven. Unless a customer list is maintained as an actual list of some sort, a misappropriating
party may successfully argue that it compiled the list from memory as a result of his or her
former employment rather than by misappropriating it.[i]

Protect the customer list through technology and employee restrictions.
While it may be necessary for a customer list to be in written form, a trade secret owner will also need to
demonstrate that it has taken reasonable precautions to keep the list confidential. In fact, some courts
require double layers of protection, i.e., through password protection as well as signed nondisclosure
agreements.[ii] Companies should also be sure to immediately remove employee access credentials,
including to cloud-based CRM tools, upon termination or resignation of that employee, and conduct an
exit interview to reiterate trade secret compliance.[iii]
It is also important for companies to ensure compliance with its trade secrete protection policies. For
example, where it is disputed that employee handbooks are actually enforced and where some
employees do not actually receive or sign confidentiality agreements, courts are less likely to find trade
secret protection.[iv]

3.

Limit the number of employees who have access to the customer list.
Courts are reluctant to extend trade secret protection to a list to which all employees
have access. This suggests that businesses should ensure that customer lists be
accessible on an “as needed” basis only, i.e., only to those who need the information
to fulfill their job responsibilities.[v]
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4.
5.
6.
7.

Ensure that the customer list contains more than just
the identities of customers.
In order to be eligible for trade secret protection, courts often require that customer lists include more
information than just the identities of the customers. For example, courts are more likely to find that a
customer list is a trade secret when it contains nonpublic contact information.[vi] Other confidential
information that will help a customer list achieve trade secret protection includes sales history,
customer needs and preferences, pricing guidelines, and historical purchasing information.[vii]

Ensure that the customer list is current.
Courts appear unwilling to find that outdated customer lists are trade secrets as out-of-date
information cannot have independent economic value as required by statute. Whether a customer list is
sufficiently up-to-date depends on whether the information in the list has independent economic value
recognized by the relevant industry. For example, courts have stated that customer lists including
pricing information may lose their economic value over the course of a few months.[viii] To prove that
information is not out of date, a trade secret owner may need to put forth evidence that portions of the
customer list change very slowly and very little in the relevant industry.[ix]

Do not publicly disclose information from the customer list.
While this one might seem obvious, it can sometimes be overlooked in the context of marketing
efforts. For example, companies often list representative customers as a business development
tool. As a general rule, a company should not publicly disclose information it is trying to
keep secret. [x]

Keep track of company time and resources used in the
creation of customer list
Courts are more likely to deem a customer list a trade secret where its owner is able to show “the
difficulty and expense of compiling the information.”[xi] Note, however, that where a customer list is
merely a compilation of public information that is easy to find, even if a company spends
“hundreds of hours” developing that list, it is not likely to be a protectable trade secret.[xii]

This checklist is by no means conclusive or exhaustive. These are merely some ideas,
based on case law post-DTSA enactment, of steps that businesses can take. A proper
assessment of whether a business has taken sufficient precautions to protect its trade
secrets should be company-specific. Fish & Richardson P.C. is happy to assist in that
endeavor.
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