Do You Want
to Know a Secret?
Recent Developments in
California Trade Secret Law

ceived of an idea for the now-famous Bratz dolls
and pitched the idea to MGA Entertainment.
Mattel claimed the employee violated his employment and assignment agreement and sought the
ownership rights to the Bratz line. The agreement assigned to Mattel the employee’s inventions (defined as “discoveries, improvements,
processes, developments, designs, know-how,
data computer programs and formulae”), patents,
copyrights, patent applications, and copyright
applications conceived or reduced to practice “at
any time during the employment.” The employee
claimed the assignment agreement did not cover
“ideas” and that he created the Bratz doll concept
outside of the scope of his employment at Mattel. The employee’s job duties at Mattel included
designing fashions and hair styles for Barbie, but
not creating new doll lines.
The assignment agreement did not specifically list ideas, as distinguished from inventions.
The district court originally found the assignment was broad enough to cover ideas, and also
to cover ideas conceived during the entire period
of time the employee worked at Mattel. The
ninth circuit reversed and remanded, finding
that the agreement was ambiguous as to whether
it covered “ideas” and work outside of the scope
of employment. Being ambiguous, the agreement
required extrinsic evidence for the interpretation of its terms, such as the company’s practices and other employees’ understanding of the
same agreement. After the remand, Mattel and
MGA filed cross-motions for summary judgment
regarding their interpretation of the assignment
agreement. Having considered the extrinsic
evidence presented with the motions, the district
court denied both and left the issue for the jury.
The jury awarded the Bratz copyright ownership
and $88.4 million in damages to MGA.
Lesson? If you represent the employer, make
the assignment agreement detailed. If you are
the employee, or a competitor hiring another
company’s former employee, review the existing
agreement with experienced litigation counsel to
determine its scope.
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rade secret law has
been a hot topic in California over the past few years.
The following cases have
significant implications for
plaintiffs and defendants
alike.
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Whose Secret Is It?
Trade Secrets and
Employee Time
Trade secret issues
often arise in the context of
employment. If an employee conceives of an idea
that becomes the basis of a
trade secret, who owns the
trade secret—the employee
or the employer? Assignment agreements attempting to prevent related
disputes are common, but
not always successful.
In Mattel, Inc. v. MGA
Entertainment, Inc.,1 the
Ninth Circuit Court of
Appeals identified the two
most pertinent questions
related to employee invention assignment agreements: first, does the agreement encompass this type
of intellectual property, and
second, does it assign the
property to the employer?
Mattel’s employee con-

Trade Secret Crime and Punishment
Criminal Liability for Trade Secret
Misappropriation
If the trade secret belongs to the employer,
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for personal purposes, such as to access their
personal e-mail. Under §1030(a)(4), an employee
is liable only if the employee: (1) violates an
employer’s restriction on computer access, (2)
with an intent to defraud, and (3) by that action
furthers the intended fraud and obtains anything of value.
Lesson? Because the CFAA test is fact-sensitive, employers should clarify any restrictions
on computer access, and employees—to exercise
caution in using company computers.

unauthorized access by an employee or third
party may result in criminal liability. On April
28, 2011, the ninth circuit held that the Computer Fraud and Abuse Act (CFAA),2 designed to
combat computer hacking, can be used against
individuals who improperly access a company’s
trade secrets using a computer.3 The CFAA
imposes criminal liability on persons who access
a computer knowingly and with intent to defraud, without or in excess of authorization, and
through this conduct further the intended fraud
and obtain something of certain value.4 The
CFAA also provides for a private right of action.
In Nosal, the criminal indictment alleged
that the defendant, a former employee of an executive search firm, engaged three of the firm’s
employees to help him start a competing business. The employees used their firm accounts to
access the firm’s computer system and transfer
the firm’s trade secrets. All of the firm’s employees had signed agreements restricting the use
and disclosure of this information except for
legitimate firm business.
The ninth circuit’s decision turned on the
interpretation of “without authorization or in
excess of authorized access” in the CFAA. The
district court had dismissed the indictment
based on an earlier decision in LVRC Holdings
LLC v. Brekka,5 which held that an employee
e-mailing company documents from his work
computer to his personal account did not violate
CFAA. Brekka did not have any agreement with
his employer that restricted his computer access,
and had full access to the company computer.
The ninth circuit in Nosal found that the
district court misinterpreted Brekka. According
to the ninth circuit, Brekka held that it is the
employer’s actions that determine whether an
employee acts without authorization. Because
Brekka’s employer did not impose computer use
restrictions, Brekka did not violate CFAA. In
contrast, the employer in Nosal had placed restrictions on the employees’ access, the employees violated those restrictions, and thus violated
CFAA.
The ninth circuit commented that its holding does not make criminals out of countless
employees who may use their work computers
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Articles should be no more than 2500
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trade secrets and trade secret misappropriation,
as well as a single statute of limitations for the
various claims that had protected trade-secretrelated interests before CUTSA was enacted.
CUTSA defines the key terms, provides the remedies, spells out methods for preserving trade
secrets, and sets forth the limitations period.
Given this comprehensive legislative effort to
designate CUTSA as the vehicle governing trade
secret misappropriation claims, CUTSA would
be rendered meaningless if it did not preempt
pre-existing common law claims. This analysis
made unavoidable the conclusion that CUTSA
preempts all common law claims based on the
same nucleus of facts as the misappropriation of
trade secret claims.
The court of appeal again addressed CUTSA
preemption in detail in Silvaco Data Systems
v. Intel Corp,7 This decision reaffirmed that
CUTSA provides the exclusive civil remedy for
conduct falling within its terms and supersedes
other civil remedies based upon misappropriation of a trade secret. The court of appeal reasoned that information is not property unless
some law makes it so. Therefore, if the plaintiff

continued from page 8

Once a Secret, Always a Secret?
Preemption Under the California
Trade Secret Act
The California Trade Secret Act, Cal. Civ.
Code §§ 3246, et seq. (CUTSA) provides that it
does not affect contractual or “other civil remedies that are not based upon misappropriation
of a trade secret.” This language left it to the
courts to define what claims are “based upon
misappropriation of a trade secret” and thus
preempted by the statute. Since CUTSA’s enactment, California courts have been taking an
increasingly broad view of CUTSA’s preemption,
rejecting plaintiffs’ attempts to plead around
CUTSA by alleging common law claims, such as
conversion of confidential information.
In K.C. Multimedia, Inc. v. Bank of America
Technology & Operations, Inc.,6 the California
court of appeal held that the purpose of CUTSA
was to provide uniformity in determinations of
trade secret claims, including the definition of

(see “Trade Secrets” on page 10)
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of section 2019.210 which are:

continued from page 9

•

identifies no property right outside of trade secret law, the plaintiff has no remedy outside that
law, and there is nothing “unsound or unjust” in
holding other theories superseded.
Since K.C. Multimedia and Silvaco, both
California state and federal courts have steadily
found broad CUTSA preemption of claims based
on latent allegations of trade secret misappropriation. Recently, courts have taken the next
logical step: finding CUTSA preemption where
the plaintiff alleges misappropriation not specifically of a trade secret, but of confidential—or
nonpublic—information. In a sweeping-reach
decision in Mattel, Inc. v. MGA Entertainment,
Inc.,8 the court, relying on Silvaco, reiterated
that information is not property unless some law
makes it so, and that California law recognizes
no property right in confidential information
outside of trade secrets law. Thus the court concluded that CUTSA supersedes any common law
claim based on misappropriation of confidential
information, regardless of whether that information meets the statutory definition of a trade
secret.
Lesson? CUTSA reigns supreme in California. If you represent the plaintiff, make sure
you state a well-founded CUTSA claim. If you
represent the defendant, make sure you assert
CUTSA preemption as a defense to any nonCUTSA claims based on facts alleging trade secret misappropriation, however artfully pleaded.

•
•
•

promoting well-investigated claims and
dissuading the filing of meritless trade
secret complaints;
preventing plaintiffs from using the discovery process as a means to obtain the
defendant’s trade secrets;
assisting the court in framing the appropriate scope of discovery; and
enabling defendants to form complete
and well-reasoned defenses without
waiting until the eve of trial.

First, in Advanced Modular Sputtering, Inc.
v. Superior Court,9 the court of appeal described
the trade secret plaintiff’s required showing as
“reasonable, i.e., fair, proper, just and rational.”
The plaintiff needs to do at least two things: 1)
define the boundaries of the alleged secrets; and
2) distinguish the alleged secrets from matters
generally known in the field. If the field is highly
technical and trade secrets consist of incremental advances, the level of particularity may be
heightened. Although the plaintiff does not need
to disclose every minute detail of the alleged secrets, the designation must satisfy the purposes
of section 2019.210.
Second, in Brescia v. Angelin,10 the court of
appeal clarified that the requirement to distinguish the alleged secrets from matters already
known depends on whether the plaintiff sufficiently defined the boundaries of the alleged
secrets. If the designation permits the defendant
to prepare defenses and permits the court to
craft discovery, additional detail distinguishing
the secrets from matters already known may not
be required. Brescia made it clear, however, that
the plaintiff cannot hide the designation in a
voluminous production of documents attached to
the trade secret statement.
Third, in Perlan Therapeutics, Inc. v. Superior Court,11 the court of appeal held that the trial
court has broad discretion to determine whether
the “reasonable particularity” standard announced in the Advanced Modular and Brescia
cases is met. The court also held that open-ended language and unilateral reservations of the
right to amend the designation—without good
cause—are prohibited.
Lesson? These cases set the current stan-

Know Your Secrets Well
“Reasonable Particularity” Requirement
under §2019.210
A trade secret plaintiff must be able to
articulate any alleged secrets before bringing
suit. California has a gate-keeping statute, Code
of Civil Procedure section 2019.210, and this
statute has teeth. Section 2019.210 prohibits
a plaintiff alleging trade secret misappropriation from conducting related discovery until the
plaintiff identifies the alleged secrets with “reasonable particularity.” What exactly is “reasonable particularity” has been the subject of three
decisions by the California courts of appeal.
These courts paid close attention to the purposes
10
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Olga I. May is an associate in the Southern
California office of Fish & Richardson P. C., where
she practices intellectual property and business
litigation, including trade secret litigation.

dard for the “reasonable particularity” requirement of section 2019.210. If you represent
the plaintiff, prepare and critically review the
designation before filing suit. If you represent
the defendant, determine whether the trade
secret statement allows your client to prepare a
defense. If it does not, immediately seek court
assistance in resolving the issue.

Benjamin J. Morris is an associate in the
Southern California office of Fish & Richardson
P. C., where he practices intellectual property and
business litigation, including trade secret litigation.
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California leads the nation in developing
intellectual property while promoting employee
mobility. The cases above show that it is not
enough to know the language of CUTSA, but is
essential to stay up to date on the case law that
interprets this language. s
Nancy L. Stagg is a principal in the Southern California office of Fish & Richardson P. C.,
where she practices intellectual property and business litigation, including trade secret litigation.
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